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Quick Scan Report — Alerts

Alerts for severity levels 19 to 25 and errors 823, 824, and 825 are one of the areas that the Quick Scan Reports
reports on.

If you are seeing these messages you should consider creating alerts for these severe error levels on your SQL
Server databases.

019 - Fatal Emror in Resource

(020 - Fatal Error in Current Process

021 - Fatal Errorin Database Processes
022 - Fatal Error: Table Integrity Suspect
023 - Fatal Error: Database Integrity Suspect
024 - Fatal Error: Hardware Error

(25 - Fatal Error

Alert severity 19 to 25 and errors 823, 824 and 825 are all Fatal errors that you would want to know about as soon
as they occur.

Errors 823, 824 and 825 usually indicate problems getting to data in the database files, and can be caused by a
number of reasons. With these there is often times a retry that succeeds but the original failed. Here is an
example error 825 email message.

SO0 Server Alert System: ‘ERROR 825" ocourred on WSCHLDE

DWTETIRAE: 47122007 9:55:35 AM

DESCRIPTION: A read of the file

CASOL 0N FUMSSOL 1 1. 500301 2 WSSO BIRA sy stemeesoisrce, mdl 3t
affset im0 Se el sucteaded ser Tailling 1 time]s] with effo: indaimedt
pageid [expected 1:2535; actual 0:0). Additional messages in the S0L Server
erfe g and pystern event log may provide more detsl, This error condition
Ehreatens databade mtegrity amnd must be corrected. Complete a hull databaie
ponsistency check (DBCC CHECKDE). This error can be caused by mary factors;
for mare informatian, see 0L Senver Books Onlins.

COMBAENT: |{Maing]

JO8 RN {MonE]

How to Set up Alerts

To set up alerts, you first need an operator configured to receive the notification. You also need to have the SQL
Server Agent running for the alerts to send out natifications.

Next expand the SQL Server Agent, then expand Alerts, right click the alerts item and you can add an alert for
each of the fat errors that may occur on your SQL Server.

The new alert configuration screens look like this:

First fill out the Alert name, and select the severity.
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Select a page 5 script « [ Help
2 General

2R
g o:t,s-g:;se Name: Severity 22 | Enable

Type: S0l Server event alert
Event alert definition

Database name: <all databases:|

Alerts will be raised based on:

() Error number: 1

@ Severty: |022— Fatal Error: Table Integrity Suspect

|| Raise alert when messaae contains:

Message text:

Connection
Server:
\sgl2014

Connection:
BELIZE\Steve

2 View connection

To configure the notification to go to an operator.

Select a page 5 script « [ Help
2 General
#* Response
24 Options

|:| Execute job

New Job View Job
Notify operators
Operator list:

Operator
Steve

Connection
Server:
\sgl2014

Connection:
BELIZE\Steve

2 View connection

New Operator | | View Operatar |

And save the alert. Repeat this for the alerts severity 19 to 25, and you will get notified when bad things happen
that need your attention.
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Script to add Operators, Alerts and Notifications

DECLARE @per at or Name as NVARCHAR( 100) ;
DECLARE @per at or Emai | as NVARCHAR(100) ;

SET @perat or Nane = N OPERATOR NAME' ; -- REPLACE TH S W TH THE OPERATOR NAME
SET @peratorEmail = N yourenai |l @ourdomai n.coml; -- REPLACE THHS WTH THE OPERATOR
EMAI L

| F NOT EXI STS( SELECT * FROM nsdb. . sysoperators WHERE nane = @per at or Nane)
BEG N
EXEC nsdb. dbo. sp_add_oper at or @ane=@per at or Nane,
@nabl ed=1,
@wekday pager _start _tine=100,
@wekday pager end_ti ne=235959,
@at urday_pager_start _tinme=100,
@at urday_pager _end_ti me=235959,
@unday_pager _start _tinme=100,
@unday_pager _end_ti ne=235959,
@ager _days=127,
@nmai | _addr ess=@per at or Emai | ,
@at egory_nanme=N [ Uncat egori zed] ' ;
END

EXEC nsdb. dbo. sp_add_al ert @anme=N ERROR 823",
@ressage_i d=823,
@everity=0,
@nabl ed=1,
@lel ay_bet ween_r esponses=0,
@ ncl ude_event description_in=1,
@at egory_nanme=N [ Uncat egori zed] "',
@ ob_i d=N 00000000- 0000- 0000- 0000- 000000000000" ;

EXEC nsdb. dbo. sp_add_notification @l ert_ name=N ERROR 823",
@per at or _nanme=@per at or Nane ,
@otification_method = 1;

EXEC nsdb. dbo. sp_add_al ert @ane=N ERROR 824",
@ressage_i d=824,
@everity=0,
@nabl ed=1,
@lel ay_bet ween_r esponses=0,
@ ncl ude_event description_in=1,
@at egory_nanme=N [ Uncat egori zed] "',
@ ob_i d=N 00000000- 0000- 0000- 0000- 000000000000" ;

EXEC nsdb. dbo. sp_add_notification @l ert_ name=N ERROR 824",
@per at or _nanme=@per at or Nane ,
@otification_method = 1;

EXEC nsdb. dbo. sp_add_al ert @ane=N ERROR 825",
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@ressage_i d=825,

@everity=0,

@nabl ed=1,

@lel ay_bet ween_r esponses=0,

@ ncl ude_event description_in=1,

@at egory_nanme=N [ Uncat egori zed] "',

@ ob_i d=N 00000000- 0000- 0000- 0000- 000000000000" ;

EXEC nsdb. dbo. sp_add_notification @l ert_name=N ERROR 825",
@per at or _nanme=@per at or Nane ,
@otification_nmethod = 1;

| F NOT EXI STS (SELECT * FROM [ nsdb].[dbo].[sysalerts] WTH ( NOLOCK ) WHERE [ severit

y] = 19)
BEG N

EXEC nsdb. dbo. sp_add_al ert @anme=N Severity 19 - Fatal Error |In Resource',
@ressage_i d=0,
@everity=19,
@nabl ed=1,
@lel ay_bet ween_responses=900, -- 15 mi nutes
@ ncl ude_event description_in=1,
@ ob_i d=N 00000000- 0000- 0000- 0000- 000000000000" ;

EXEC nsdb. dbo. sp_add notification @lert _name=N Severity 19 - Fatal Error In Res
our ce'
@per at or _nanme=@per at or Nane ,
@otification_nmethod = 1;
END

| F NOT EXI STS (SELECT * FROM [ nsdb].[dbo].[sysalerts] WTH ( NOLOCK ) WHERE [ severit
yl = 20)
BEG N

EXEC nsdb. dbo. sp_add_al ert @ane=N Severity 20 - Fatal Error In Current Process'

@ressage_i d=0,

@everity=20,

@nabl ed=1,

@lel ay_bet ween_r esponses=900, -- 15 mi nutes

@ ncl ude_event description_in=1,

@ ob_i d=N 00000000- 0000- 0000- 0000- 000000000000" ;

EXEC nsdb. dbo. sp_add _notification @l ert _name=N Severity 20 - Fatal Error In Cur
rent Process',
@per at or _nanme=@per at or Nane,
@otification_nmethod = 1;
END

| F NOT EXI STS (SELECT * FROM [nsdb].[dbo].[sysalerts] WTH ( NOLOCK ) WHERE [severit
yl] =21)
BEG N

EXEC nsdb. dbo. sp_add_al ert @anme=N Severity 21 - Fatal Error |n Database Process
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@ressage_i d=0,

@everity=21,

@nabl ed=1,

@lel ay_bet ween_r esponses=900, -- 15 m nutes

@ ncl ude_event _description_in=1,

@ ob_i d=N 00000000- 0000- 0000- 0000- 000000000000" ;

EXEC nsdb. dbo. sp_add_notification @l ert_name=N Severity 21 - Fatal Error |n Dat
abase Process',
@per at or _nanme=@per at or Nane,
@otification_nmethod = 1;
END

| F NOT EXI STS (SELECT * FROM [ nedb].[dbo].[sysalerts] WTH ( NOLOCK ) WHERE [ severit
y] = 22)
BEG N
EXEC nsdb. dbo. sp_add_al ert @anme=N Severity 22 - Fatal Error Table Integrity Sus
pect',
@ressage_i d=0,
@everity=22,
@nabl ed=1,
@lel ay_bet ween_responses=900, -- 15 mi nutes
@ ncl ude_event description_in=1,
@ ob_i d=N 00000000- 0000- 0000- 0000- 000000000000" ;

EXEC nsdb. dbo. sp_add_notification @l ert _name=N Severity 22 - Fatal Error Table
Integrity Suspect',
@per at or _nanme=@per at or Nane,
@otification_nmethod = 1;
END

| F NOT EXI STS (SELECT * FROM [ nmsdb].[dbo].[sysalerts] WTH ( NOLOCK ) WHERE [severit
y] = 23)
BEG N
EXEC nmsdb. dbo. sp_add_al ert @anme=N Severity 23 - Fatal Error Database Integrity
Suspect ',
@ressage_i d=0,
@everity=23,
@nabl ed=1,
@lel ay_bet ween_r esponses=900, -- 15 m nutes
@ ncl ude_event description_in=1,
@ ob_i d=N 00000000- 0000- 0000- 0000- 000000000000" ;

EXEC nmsdb. dbo. sp_add_notification @l ert_name=N Severity 23 - Fatal Error Databa
se Integrity Suspect',
@per at or _nanme=@per at or Nane,
@otification_nmethod = 1;
END

| F NOT EXI STS (SELECT * FROM [nsdb].[dbo].[sysalerts] WTH ( NOLOCK ) WHERE [severit
yl = 24)
BEG N

EXEC nsdb. dbo. sp_add_al ert @anme=N Severity 24 - Hardware Error',
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@ressage_i d=0,

@everity=24,

@nabl ed=1,

@lel ay_bet ween_responses=900, -- 15 m nutes
@ncl ude_event description_in=1,

@ ob_i d=N 00000000- 0000- 0000- 0000- 000000000000" ;

EXEC nsdb. dbo. sp_add_notification @l ert _name=N Severity 24 - Hardware Error',
@per at or _nanme=@per at or Nane,
@otification _nmethod = 1;
END

| F NOT EXI STS (SELECT * FROM [ nedb].[dbo].[sysalerts] WTH ( NOLOCK ) WHERE [ severit
y] = 25)
BEG N
EXEC nsdb. dbo. sp_add_al ert @ane=N Severity 25 - System Error"',
@ressage_i d=0,
@everity=25,
@nabl ed=1,
@lel ay_bet ween_responses=900, -- 15 mi nutes
@ ncl ude_event description_in=1,
@ ob_i d=N 00000000- 0000- 0000- 0000- 000000000000" ;

EXEC nsdb. dbo. sp_add _notification @lert name=N Severity 25 - System Error',
@per at or _nanme=@per at or Nane,
@otification_nmethod = 1;
END

Need help?

If you need help configuring alerts or anything else with your SQL Server, you can contact me (Steve Stedman)
through my SQL Server consulting business Stedman Solutions, LLC.

http://StedmanSolutions.com
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